
Due to the propensity of sites on the internet built on 
WordPress, the security figures often quoted are skewed by the 
smaller, less secure blogger sites. Our ultra-secure approach to 
building our websites ensures high level security is a priority for 
every site we create. Please see further details on the next page.

Used by 43%* of 
websites worldwide.

Used by 2%* of 
websites worldwide.

We choose WordPress to build on because it means our clients 
will walk away with a site built to their specifications that they 
can easily manage and update themselves. In addition, as you 
grow and evolve your team, they are more likely to have an 
understanding of the WordPress CMS.Ease of use

Drupal sites can be locked down, which makes it popular with 
government agencies and high-security institutions.

It’s worth noting that this advantage stems more from human 
error than it does flaws in the WordPress core.

There will be more development costs associated with a Drupal 
build, and you may find yourselves more reliant on the 
development team at your chosen agency.

Drupal is a very developer-driven platform, and you will need to 
be more reliant on the agency to make even the simplest of 
updates, as they are built on custom-coded themes developed 
by the agency.
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WordPress is a simple yet powerful platform. Ongoing 
development costs can be more manageable, whilst day-to-day 
management is much more cost effectively managed by your 
own in-house team.



Additional Security Measures

We use an IP address limiter 
for the backend of the site to 

block access to anyone 
attempting to log in multiple 
times with incorrect details.

We install a security plugin which has multiple security features, including:

• Web Application Firewall identifies and blocks malicious tra�ic. Built and maintained by a large team focused 100% 
 on WordPress security.

• Malware scanner checks core files, themes and plugins for malware, bad URLs, backdoors, SEO spam, malicious 
redirects and code injections.

• Two-factor authentication (2FA), one of the most secure forms of remote system authentication available via any 
 TOTP-based authenticator app or service.

As part of our security checks, we include security headers to the htaccess file:

• Strict-Transport-Security is an excellent feature to support on your site and strengthens your implementation of 
TLS by getting the User Agent to enforce the use of HTTPS.

• X-Frame-Options tells the browser whether you want to allow your site to be framed or not. By preventing a 
browser from framing your site you can defend against attacks like clickjacking.

• X-Content-Type-Options stops a browser from trying to MIME-sni� the content type and forces it to stick with the 
declared content-type.

We remove Users and Authors 
from the sitemap, which 

ensures that hackers are unable 
to find specific users and 

authors details to hack the site.

We also never use the "admin" 
user log in. Hackers o�en use 
admin as the username and 

guess the password, as it 
tends to be the default login.

Some people say that WordPress is inherently 
less secure than other platforms, but this isn’t 
entirely accurate. The insecurity of some 
WordPress sites is a result of several factors, 
including that 43% of the internet is on 
WordPress, so specialising in hacking 
WordPress has economies of scale for those 
inclined. Moreover, most insecurity results from 
human error, not build, and the larger the (non-
security savvy) human pool, the greater the risk. 
Most hacks that are achieved on WordPress are 
on sites built from readily accessible themes 
and templates, with code free and available for 
hackers to use and find vulnerabilities. 

We build on WordPress, but we build the site 
from scratch using unique code every time - 
no drag and drop templates or themes are ever 
used on our sites. This means that with the 
additional security measures we take listed 
below, our sites have all the advantages of 
WordPress with peace of mind for clients who 
prioritise security in their web builds. Don’t 
forget that WordPress provide automatic 
updates and update core from the admin and 
more backup options via plugins, which 
Drupal does not.
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